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   About FoxT Enterprise Access Controls Management
FoxT Enterprise Access Controls Management provide identity and access 
management, security with strong authentication and time-saving, simplified 
administration:

BoKS® Access Control for Servers (Unix/Linux servers)
BoKS® Access Control for Applications
BoKS® Access Control for Desktops

FoxT Enterprise Access Controls Management enhance existing Identity and 
Access Management infrastructure. Features that can be integrated include:

Centralized user administration
Centralized policy management
Centralized audit logging
Access control with strong authentication
Single sign-on
Encrypted communication and
Credential management.
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   Financial Sector IT Challenges            
With financial services and insurance companies facing IT challenges on a 
number of fronts, FoxT is proud to present a solution that has been success-
fully deployed in some of the world’s largest financial institutions for many 
years.

CIOs and network managers at banks, insurance companies and other finan-
cial service providers are typically tasked as a first priority with growing the 
business by helping to: 

Minimize trading times and 
costs
Optimize branch office 
services
Facilitate online banking and
Support B2B services

All of these activities are strongly 
dependent on networked access 
and performance.

Another priority that financial sector companies must consider is how to make 
sure they are in compliance with regulatory frameworks and can satisfy their 
auditors.

Financial services and insurance company CIOs need to address a number of 
practical questions to ensure their IT infrastructure supports these twin goals 
of business growth and compliance:

How can I effectively and safely provide services to customers and 
partners?
How can I maximize the efficiency of user provisioning and network 
management?
How can I position my IT infrastructure to pass security and other 
audits?

FoxT Enterprise Access Controls Management is a family of solutions designed 
for deployment in the enterprise and built on tried-and-tested BoKS® technol-
ogy. This paper explores some of the areas where financial services and insur-
ance companies are today using IT Controls to help cement their business 
success:

Providing highly-available, secure technologies for the trading f loor
Providing secure access to data from branch offices
Effective, efficient controls for data centers
Achieving effective user provisioning in large environments
Passing audits

•

•

•
•
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“As a bank, our first 
priority is to make money, 
but we also need to keep 
our auditors happy.”			 
Network Manager, Top U.S. 
Bank Holding Company
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   FoxT on the Trading Floor           
Trading f loor IT infrastructure has two principal requirements, both of which 
can make the difference between earning or losing vast amounts of money:
	 1) Availability

	 2) Security

System downtime can mean that deals are lost and therefore availability is a 
prime concern for trading f loor desktop infrastructure. However, a lack of 
security in busy trading rooms can lead to catastrophic consequences. 

Banks are typically “Unix 
shops” and there are his-
torical reasons for this. 
Twenty years ago only 
Unix workstations provid-
ed the performance re-
quired for running real-
time applications on trad-
ing f loors. And their 
strong Unix preference 
also explains why the 
BoKS system is a preferred 
solution among system ad-
ministrators at large international banks: BoKS is one of the world’s leading 
Unix/Linux security platforms.

FoxT has been working to help provide secure desktops for financial trading 
for many years, starting with Unix desktops when these were the industry 
standard and today also providing comprehensive desktop security solutions 
for Microsoft Windows workstations. Some of the features provided by FoxT 
Enterprise Access Controls Management in this space includes:

Flexible, strong authentication of users using smart cards, digital 
certificates and password tokens 
Centralized inactivity monitoring and controls
Centralized logging of who logged in when
Role-based authorization based on access rules

•

•
•
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   FoxT at Branch Offices
Financial institutions want to provide a full range of services to customers 
via branch offices, but achieving this involves accessing a wide range of 
potentially sensitive information held on servers and mainframes at data 
centers. 

For example, downloading 
conf ident ia l  informat ion 
about customer accounts, rate 
information for loans and 
mortgages, and also uploading 
details about transactions 
taking  place at the branch all 
involve transmitting sensitive 
information across potentially 
insecure networks.

Ensuring that front-end applications at branch offices are secure and can 
communicate securely with head offices and data centers is vital for financial 
service providers who want to maintain their reputation for integrity while 
offering a full range of services via their network of branches.

FoxT Enterprise Access Controls Management include the following features 
to safeguard the integrity of front-end applications at branch offices:

Strong authentication to workstations at branches using smart cards, 
password tokens, and certificates

Secure, encrypted communications for applications between branches 
and data centers

Centralized audit logging of access to controlled applications and servers

•

•
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   FoxT in the Data Center
It is indispensable to financial services and insurance companies, but the mod-
ern data center is an expensive resource, and finding efficient ways to manage 
and secure data can make a real difference to your company’s bottom line. 
Having said that, it is not always easy to achieve a balance between efficiency 
and security. You need to get the work done in time, but you also need to pro-
tect your customers’ data and pass your audits.

With the scope and number of IT services financial institutions are providing 
both for private and corporate customers burgeoning, the demands on data 
centers are greater than ever. Services such as online banking often require 
sizeable dataparks with multiple servers often running different computer op-
erating systems.

At the same time, the demand for effective Business-to-Business services is 
growing steadily, and as financial service providers strive to work more closely 
with partners and corporate customers the need for f lexible, secure access con-
trols in backend environments is growing too.

When it comes to compliance, while the first two years of SOX compliance 
audits focused strongly on the application side, today we see the requirements 
hitting the f loor of the data centers. Auditors are reluctant to accept omnipo-
tent administrators with unrestricted privileges. Today, server security is key.

Maximizing the efficiency of data center administration operations and ensur-
ing that proper controls are enforced to protect digital assets and pass audits 
are top-of-mind concerns for CIOs in the financial sector. How do you give 

“The FoxT solution 
isn’t just about security 
and compliance... the 
solution also makes it 
easier to administer and 
manage our mixed-vendor 
environment. We see 
it as a big win when a 
security product actually 
makes life easier for our 
administrators as well.”			 
CISO, Top U.S. Bank Holding 
Company
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your administrators the tools they need to work effectively without violating 
corporate security policies or getting points from your auditors?

FoxT responds to these concerns with a wide range of practical controls that 
give you the operational f lexibility you need coupled with enterprise-class se-
curity mechanisms. Features provided by FoxT Enterprise Access Controls 
Management include:

Highly granular access controls for heterogeneous Unix/Linux server 
environments
A wide range of authentication options to prevent unauthorized access
Secure, controlled single sign-on to maximize administration efficiency
Domain-wide managed SSH providing encryption and access 
management
A robust set of controls on privileged accounts
Centralized management and policy enforcement

FoxT has a long history of providing robust controls designed to both simplify 
and secure management of data centers. With an outstanding track record in 
the financial services and insurance sector, FoxT Enterprise Access Controls 
Management offers a unique set of features in one solution that promotes ef-
ficiency, security and compliance.

•

•
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   FoxT for User Provisioning and Network Management
Financial services and insurance companies typically work with extremely 
large IT environments that contain a lot of data, and large amounts of users. 
Added to this, the many mergers and acquisitions in this sector in recent years 
have compounded the challenges faced by IT departments when it comes to 
user provisioning, as it has often required them to quickly assimilate and orga-
nize new user and host populations.

This situation is compounded by the fact that some commonly-used network 
management utilities are increasingly falling foul of auditors due to their in-
herent lack of access controls. In the world of Unix and Linux, this is true of 
the NIS and NIS+ utilities, whose administration benefits are undermined by 
the difficulty of securing them and being able to show auditors that they are 
not open to misuse. Similar concerns are being aired about LDAP-based man-
agement systems and applications.

Quite simply, NIS and LDAP do 
not offer audit-proof user authori-
zation and access controls, or cen-
tral auditing of the system. It is all 
but impossible to enforce limits on 
the actions of NIS and LDAP ad-
ministrators, or effectively trace 
what they have done. This is a seri-
ous f law when it comes to compli-
ance.

FoxT Enterprise Access Controls Management offers the secure and auditor-
friendly solution to user provisioning and network management. Features in-
clude:

Centralized, workf low-based user provisioning across heterogeneous 
operating systems
Flexible management of user passwords, certificates and password tokens
Integrates with existing infrastructure such as LDAP, Microsoft Active 
Directory, Tivoli, Sun and other provisioning systems
Includes a range of useful tools to monitor and check the integrity of the 
BoKS domain
Quickly provide users with precisely the access they need to systems to 
do their job
Quickly and effectively remove access from users who leave the 
organization or change jobs

•

•
•

•

•

•

“One administrator 
on any LDAP server 
can mess up our entire 
domain. LDAP is just too 
easy to break.”			 
Network Manager, Top U.S. 
Bank Holding Company
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   FoxT at Audit Time
The financial services and insurance sectors have always been heavily regu-
lated compared with many other industries, so in some ways banks and insur-
ance companies were well prepared for the latest round of regulatory mandates 
including the Sarbanes-Oxley Act, Gramm-Leach-Bliley Act and HIPAA.

That said, challenges remain, 
particularly when it comes to 
achieving compliance in IT in-
frastructure. In approaching au-
dits, it can often be tempting to 
focus on specific applications and 
making sure controls on segrega-
tion of duties are in place for 
those applications. While effi-
cient Application Controls are 
crucial to ensure compliance in 
financial reporting, limiting 
compliance efforts to this can 
cause organizations to overlook the equally necessary controls on the hardware 
and operating systems those applications are running on. After all, there’s no 
point in running SoD checks within financial applications if the servers they 
are running on are unsafe.

FoxT Enterprise Access Controls Management focus on providing a robust 
controls framework at the operating system level, ensuring that common poli-
cies can be enforced across different operating systems. Coupled to this, do-
main-wide reporting tools and centralized audit logs provide invaluable input 
for audits and allow organizations to prove that they are actually enforcing 
data controls as designed. 

These are things the auditors want to know regarding your organization’s IT 
controls:

Security Policies
Who can access which system and service today?
What policies do you have for authentication (password aging, tokens, 
etc.)?
How do you enforce them?
How do you verify the integrity of sensitive configuration files?

Audit Trail
What exactly are administrators and other privileged users doing on 
systems with sensitive data?
Which systems were accessed last month?

•
•

•
•

•

•
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Who accessed the systems?
When did they access the systems?
How did they get in?
Where did they come from and was it permitted?

With FoxT Enterprise Access Controls Management in place, you can easily 
and quickly answer questions like these.

Key IT Controls features for auditing include:
Flexible design of access controls
Baseline reporting of access controls
Centralized logging across the domain
Powerful audit log reporting
Key stroke logging

  About FoxT

FoxT offers a comprehensive and effective controls solution for corporate 
governance, risk, compliance and information security management. FoxT 
combines corporate controls, application controls and secure IT controls 
software into a single, integrated platform that provides continuous visibility 
into business processes and performance. Through smart integration and 
automation, FoxT solutions reduce total cost of ownership, deployment risk, 
and time to market, making compliance sustainable and transforming it 
into a source of competitive advantage. Headquartered in Mountain View, 
California, FoxT serves Global 1000 customers in 32 countries.  For more 
information, contact Elliott Zember at +1 650 687 6248 or visit www.foxt.
com.
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