
The New Gold Standard   
for Privileged Account 
Management
  
The inherent limitations in the “all-or-nothing” 

administrator role, as super user in standard 

Unix, Linux and as local administrator in 

Windows servers, has created a market for 

privileged account management solutions.  

However, adding policy-driven privileged 

account protection to control session changes 

or privileged command execution using SUDO 

have been technical “band-aids” to overcome 

the architectural weaknesses of the operating 

systems.    
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Controlling The inherent limitations in the “all-or-nothing” administrator role, as super user in 

standard Unix, Linux and as local administrator in Windows servers, has created a market for 

privileged account management solutions.  However, adding policy-driven privileged account 

protection to control session changes or privileged command execution using SUDO have been 

technical “band-aids” to overcome the architectural weaknesses of the operating systems. 

In addition to still utilizing privileged passwords, all be it in a more controlled fashion, these 

technical band-aids also fail to control the root user from opening, changing and deleting 

pre-defined files and directories, making it difficult for organizations to achieve compliance 

with the latest PCI and HIPPA-2 regulations.

How OS Vendor Role-Based Access Control (RBAC) is Changing the 
Privileged Account Management Game:

The maturing of role-based access control capabilities embedded in the OS and provided 

by the OS vendors has the potential to completely change the game in how organizations 

control administrative access to servers and data.    Some of the core capabilities of the OS 

Vendor RBAC include:

•	 Enables fine-grained, file-level segregation of duties: RBAC enables organizations to 

implement fine-grained access controls to system administration commands, files and 

devices.  Now IT organizations can easily specify and enforce, by role, who can access 

which files and system devices.  You can protect files even from security and system 

administrators.   For example, a system administrator can be granted the authorization to 

mange system files and objects, but not the authority to access the security system, nor 

database and application resources.  

•	 Remove all access to privileged system accounts:  RBAC provides the ability to easily allocate 

sub-administration rights to roles.  Now you can delegate what have normally been “root 

only tasks” to normal, unprivileged users.  The “super-user and “administrator” accounts 

are depreciated to such a point that they can be permanently locked away from normal 

use and that can be invoked only in a break-glass situation.  Not only do you avoid the risk 

of assuming privilege with “su” and “sudo”, you can also utilize lower-cost personnel to 

perform system maintenance and administration.  

•	 Simplify administration and audits: RBAC uses a more modern and robust security 

metaphor than current third party privileged account management solutions.  A role-

based enforcement model, where fine-grained controls are attached to roles, is a more 

straightforward approach both for user and support staff, and easier to audit.  
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How FoxT Is Making RBAC a Reality for Organizations:

The vendor based RBAC is very exciting.  However, because each OS vendor has implemented 

their own version of RBAC, it has been very difficult for organizations to leverage the value 

across diverse servers.  FoxT is changing that with its new FoxT ServerControl – Extensible 

RBAC solution.  

•	 Common role-based access policies across all server platforms: FoxT solutions are now 

leveraging the RBAC enforcement modules from the operating system vendors and 

adding value by providing a unified, cross-platform method for defining common policy 

and administration of RBAC across the diverse OS platforms.  Vendor neutral policies are 

applied in vendor-specific mappings using the innovative FoxT mapping capabilities.  

•	 Automated RBAC-level administration and sub-administration: Role-based policy is 

defined centrally by the FoxT solution and automatically deployed and activated on the 

disparate technical platforms from a single administration point.  Now you can centrally 

define, distribute, and delegate privileged policies across various administrator roles.

•	 Centralized logging and reporting:  Role-based access enforcement is typically logged 

locally per node in the OS vendor’s unique RBAC module.  FoxT centralizes and consolidates 

the OS vendor RBAC logging information and provides a single reporting and access 

control point.

•	 Non-intrusive: Unlike other access control solutions, FoxT, by leveraging RBAC from OS 

vendors, can provide file-level access control without kernel intrusion.  With no association 

between your access control solution and the OS vendor, you won’t have to recompile the 

UNIX kernel after applying critical operating system patches and then have to undertake 

extensive regression testing of mission critical applications.  

•	 Rapid implementation: It is as simple as activating the RBAC module in your operating 

systems and linking them to the FoxT solution. 

The latest compliance regime requirements are changing, demanding specific, granular 

controls that are approaching the outer boundaries of the capabilities of current third party 

Privileged Account Management solutions.  By enabling organizations to leverage the 

capabilities of the OS vendor RBAC via the FoxT ServerControl solution, FoxT continues to 

lead in the delivery of cross-platform, centrally administered, enterprise access management 

with a low total cost of ownership. 
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